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Chapter 1

Introduction

Disasters, whether caused by nature, human error or terrorists, threaten the survival of

organizations because business workflow depends both on people and their ability to contribute

to the execution of the business process. If either is seriously disrupted by a disaster, recovery

can be long, difficult and expensive.

A graceful recovery from a disaster must be planned. It begins with a thorough analysis of the

activities of people in the enterprise. This analysis needs to include both individual responsibilities

and how functional groups use the hardware and software to work together effectively.

Planning in advance for interruptions is as important as planning any other business

process. When business continuity factors are integrated into central organizational planning,

the enterprise can respond to unforeseen events in an orderly and balanced way. If the processes

governing control and coordination are preemptively established before disaster strikes, the

organization’s leaders will be able to re-allocate assets quickly and appropriately in response.

Changing Perceptions
The terrorist bombing in Oklahoma City in 1993 and at the World Trade Center attack in 1995

sent a strong message to planners that it was time to re-evaluate disaster recovery

preparedness. Before that time, most disaster recovery was in response to natural disasters.

Now there was a new and very present cause of business disruption.

Because of the impact of the bombings, President Clinton requested that an expert group

study implications of terrorism. The Commission on Critical Infrastructure Protection reported to

President Clinton in 1997:

Sun believes no organization is immune from

disaster. Experience has shown that those

with effective business continuity and

recovery plans are likely to survive, while

those without them do not.1

1 http://www.sun.com/aboutsun/bcp/
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We found all our infrastructures increasingly dependent on information and

communications systems that crisscross the nation and span the globe. That dependence is

the source of rising vulnerabilities . . . the nation is so dependent on our infrastructures

that we must view them through a national security lens. They are essential to the nation’s

security, economic health, and social well being.2

The Commission reported that the world of business and information communications—the

networked world of of intranets and Internets—is especially vulnerable. There is neither a single

point of control, nor a clear hierarchical structure. The ways and means of disrupting business

process are multiplied and magnified by the medium across which information flows. As a

result, new ways of responding to disasters require up-front planning beginning with the design

of networks through to the testing, implementation, and maintenance of the mission critical

services using the networks. 

Lessons from the World Trade Center Terrorist Attack
The tragedy on September 11, 2001 touched hundreds of companies who lost thousands of

employees and experienced the destruction of facilities, resources, and assets. Up until that

day, few had considered the effect of this magnitude of terrorist action on the business process.

Sun Microsystems shared in the loss caused by this tragedy. We understand what it means

to attempt to recover from such a serious blow. The Sun Field Office occupied the 25th and 26th

floors of the South tower at the World Trade Center and the attack impacted many ordinary Sun

employees. A Sun engineer:

At 8:40 PM yesterday I sat down at my desk. I listened to a voicemail and logged onto the

system. Around 8:45 we heard the first blast from the plane hitting Tower 1. We were in Tower

2 on the 25th floor. I looked out the window with some co-workers and saw debris on the build-

ing next door and papers flying around. When I saw the papers and realized an office area had

had an explosion . . . I got this uneasy feeling and felt I needed to get out of there. . . .3

This Sun engineer survived, but other firms’ employees did not. Nevertheless, many of the

companies involved in the World Trade Center disaster showed a remarkable resilience in

recovering from the losses suffered. Their recovery is both a success story and a call to extend

the best practices validated by their experiences.

What Can Be Done?
It is clear that the view of disaster recovery must be enlarged from a narrow technical specialty,

accessible only to experts, towards a risk-management perspective that requires the

participation of an organization as a whole. If companies are to protect mission-critical systems

from cyber-attacks, failures and accidents, they will need to examine a variety of experiences

and practices while preparing for the future.

Sun Microsystems has experience in planning and responding to the challenge of business

interruption, whether from disasters or other causes. Sun™ products and offerings from Sun’s

partners have been designed to support and enhance the ability of enterprises  to build strong

business continuity architectures. These offerings best make sense in the context of the larger

process of planning and implementing a business continuity plan. The process of the planning

will determine the optimal strategy for building a robust IT infrastructure, and its output will

drive the tradeoffs for insourcing and outsourcing key services.

2 United States Federal Register, Volume 62, Number 227, November 25, 1997, Page 62754-62756.
3 Dan Fontana, Sun Microsystems, September 12, 2001.
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Chapter 2

Business Continuity Planning

Business continuity is not just about disaster recovery or crisis management in the information

technology department. It is also a business issue. It presents an opportunity to review the way

an organization performs its processes, improves procedures and practices and increases

resilience to interruption and loss.

First Steps
Although business continuance is important for any enterprise, it may not be practical for any

but the largest organizations to maintain full functioning throughout a crisis. Thus the first step

in business continuity planning is deciding which of the organization’s functions are essential,

and apportioning the available budget accordingly. Once the crucial components are identified,

failover mechanisms can be put in place.

Companies depend on other companies, and one company cannot control every aspect of

the delivery of computing resources by itself. Every component supplier of services faces

economic risks and their own challenges for survivability. So, business continuity must include

planning which minimizes the impact from disruption of suppliers, partners, and customers.

Planning must additionally identify the preventive measures which minimize threats to an

operation’s workflow. Preventative measures include monitoring and maintaining the hosting

environments and instituting recovery plans based on best practice processes. Planning should

encompass every type of business interruption—from a two-second power outage to a serious

terrorist attack.

Business Continuity Management is the act 

of anticipating incidents which will affect

mission-critical functions and processes for

the organization and ensuring that it

responds to any incident in a planned and

rehearsed manner.4

4 http://www.thebci.org/BCMStrategy.htm
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The benefits of a comprehensive business continuity plan help the company internally and

externally. A good plan will minimize financial loss and reduce the time required to restore

operations. It can assist a company to prioritize what is essential to its operations, and it will

increase the sense of security and  confidence on the part of personnel, suppliers, investors, 

and customers.

Drafting a Plan
Drafting a Business Continuity Plan begins with the process of identifying threats to the

computing infrastructure, monitoring the environment and developing a recovery plan. The

strategy is summarized as a three step process:

• Assessment: Identify essential functions

• Planning: Prepare for interruption

• Implementation: Recover from disaster and manage continuity.

Assessment: Identify Essential Functions
Business impact analysis includes an exploratory component to reveal any vulnerabilities, and it

includes a planning component to develop strategies for minimizing risk. The result of the

analysis is a business impact analysis report, which describes the potential risks specific to the

organization.

One of the basic assumptions behind the impact analysis is that every component of the

organization is reliant upon the continued functioning of every other component, but that some

are more crucial than others and require a greater allocation of effort and funding in the wake

of a disaster. For example, a business may be able to continue more or less normally if the

cafeteria has to close, but would come to a complete halt if the information system crashes.

As part of a disaster recovery plan, the analysis is likely to identify costs linked to failures,

such as loss of cash flow, replacement of equipment, salaries paid to catch up with a backlog of

work and loss of profits. The report needs to quantify the importance of business components

and suggests appropriate resource allocations for measures to protect them. The possibilities of

failures are likely to be assessed in terms of their impacts on safety, finances, marketing, legal

compliance, and quality assurance.

Where possible, impact is expressed monetarily for purposes of comparison. For example, a

business might choose to triple marketing expenditures in the wake of a disaster in order to

rebuild customer confidence. Other non-financial factors may be important as well. The

company may choose to prioritize security issues and environmental factors, if these are key to

its business.

Planning: Prepare for Interruption
Planning typically is done from three different vantage points, each capturing a different set of

recovery issues. First, corporate crisis management must take a top down view of coordination

across the entire organization. Emergency response at the facility level is a second point of view

which focuses on issues around physical plant, operations and safety for a specific building or

location. Finally, a line-of-business plan singles out particular business units, examining

dependencies for the continued delivery of products or services.
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According to a recent Gartner survey5, each view of the problem should include:

• a disaster recovery component, which specifies an organization’s planned strategies for

post-failure procedures.

• a business resumption component, which specifies a means of maintaining essential

services.

• a business recovery component, which specifies a means of recovering business function.

• a contingency component, which specifies a range of disaster scenarios and the specific

responses required for each.

Implementation: IT Infrastructure Considerations
Data and communication centers are the heart of most companies today. When these key assets

are compromised—whether by hardware failure, software failure, data corruption, or data

loss—the company faces severe potential losses unless a robust implementation plan is already

in place.

Planning for data backup, offsite storage and disaster recovery processes is only one part of

a comprehensive IT plan. Equally important are the baseline architecture decisions and day-to-

day disciplines of maintaining availability and security over the long term. Business continuity

means service is available whenever it is needed to do business, not just after a disaster. It is

essential that the company supports the business continuity plan with the physical plant and

computing architecture needed for availability and security. This infrastructure must be

maintained by a continuous program of monitoring, managing and maintaining the

applications, the application environment and the hosting environment.

Sun Professional Services: Assistance with Business Continuity
Planning
Effective network computing requires an IT infrastructure tailored to meet business continuity

needs. Sun Professional Servicessm provides the technology and business expertise to address the

issues raised by business continuity planners. They offers a suite of technical consulting and

systems integration services designed to help plan, implement, and manage the response to

services interruption. Sun Professional Services also offers assistance with every phase of

developing and deploying IT services to maintain availability and security for the enterprise6.

Specific areas of interest to business continuance planners7 include such Sun Professional

Services offerings as:

• SunTonesm Program SunReadysm Availability Service8

• SunReady Availability Assessment9

• Security Assessment Services10 11 12

• Storage Recoverability13

5 Chuck Tucker and Richard Hunter, September 11 Business Continuity Lessons, Gartner Research, May 1, 2002.
6 http://www.sun.com/service/sunps/index.html
7 http://www.sun.com/service/sunps/services/index.html
8 http://www.sun.com/service/sunps/sunready/index.html
9 http://www.sun.com/service/sunps/enterprise/sunreadyavailability.html
10 http://www.sun.com/service/sunps/security/securityassessment.html
11 http://www.sun.com/service/sunps/security/firewalldmz.html
12 http://www.sun.com/service/sunps/security/hardening.html
13 http://www.sun.com/service/sunps/storage/recovery.html
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• Sun Management Center Implementation14

• Service Delivery Network Architecture Roadmap15

• Server Consolidation16

An enterprise-wide implementation of the IT contingency strategy provides many benefits.

Perhaps the most measurable benefit is that such a strategy will minimize financial losses in the

face of disaster. However, less obvious is that the ability to restore services quickly will not only

preserve, but also strengthen, a company’s reputation and standing.

14 http://www.sun.com/service/sunps/enterprise/sunmanagementcenter.html
15 http://www.sun.com/service/sunps/architect/delivery/roadmap.html
16 http://www.sun.com/service/sunps/platform/consolidation.html
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Chapter 3

Outsourcing With Confidence

In the end, the quality of service that the user sees determines the reputations of all of the

players cooperating to deliver the service, whether these are computer vendors, software

houses, service providers or the IT department. All are judged on the dependability of the result.

The ability to maintain business continuity is an important component of this reputation.

The SunTonesm Initiative18 is a Sun tool which not only assists business continuity planners in

building solutions, but also assists in the selection of outsourcing partners who may enhance

the reputation of the enterprise.

The Net Effect
The exponential increase in Internet availability marks a major inflection point in the industry’s

ability to create compelling services. The “Net Effect,” where computing is based on

cooperating network applications rather than on single user-based applications, creates

tremendous opportunity for businesses. However, the resulting increase in the sophistication of

services (more devices, more data sources, more linkages) substantially raises risk. Services are

aggregated from other services which leads to many more dependencies and much less control

over the entire environment by any single entity. The complexity of the resulting services

requires that the enterprise put more thought and preparation into planning the response to

disasters. Those enterprises and CIOs that understand the challenges of the Net Effect are

building business continuance solutions which directly address the issues raised by complex

internal and external dependencies.

In today’s world, where ideas are

increasingly displacing the physical in the

production of economic value, competition for

reputation becomes a significant driving force,

propelling our economy forward.

Manufactured goods often can be evaluated

before the completion of a transaction.

Service providers, on the other hand, usually

can offer only their reputations.17

17 Alan Greenspan, Chairman of the Board of Governors of the Federal Reserve System, 1999 Harvard University
Commencement Address, as quoted in Harvard Magazine, vol. 101, no. 6, July-August 1999.

18 http://www.sun.com/suntone
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Multisourcing Services
Historically, enterprises planned and prepared for disaster through on-site tape backup of data

and its off-site storage. Now the data backup and data recovery process that used to be on-site

may be outsourced in whole or in part. With this greater range of options, CIOs need to evaluate

and decide which recovery services can and should be outsourced. 

Multisourcing is the process of deciding what to farm out and what to keep internal. In

dealing with the increase in service complexity, companies are looking to mix insourcing and

outsourcing of specific aspects of their disaster recovery capabilities.

Maintaining focus is the number one reason why businesses choose to outsource. The CIO

must review his requirements and determine which internal services are resource drains or

detract from the core competencies required for his business. By letting go of in-house services,

the CIO can redirect attention on the enterprise’s core business.  

Cost is a second consideration in outsourcing decisions for business continuity

architectures. Enterprises must trade off total cost of ownership for an internal service against

the direct costs of outsourcing while factoring in the opportunity cost of funding internal

solutions.

A “yes” decision for multisourcing requires that a third consideration be addressed. It is

incumbent on the enterprise to seriously evaluate the robustness of its outsourcing partners.

Outside service provider partners need to have their own business continuity plans, and they

must be able to integrate their plans with that of the outsourcing enterprise. Not only should

these plans enable them to meet the service level agreements with their customers, but they

must provide a path for effective synchronization with customers in an emergency. 

SunTone Certified Solutions
SunTone Certified solutions provide an avenue to readily identify services which support the

business continuity planner’s goals. The SunTone program audits service provider infrastructure,

operational practices, hardware and applications to ensure the overall availability and quality of

service delivery. The SunTone brand marks a solution as having met industry best practices for

solutions that support end-to-end business continuity.

Since its launch in May 1999, the SunTone Initiative has recruited more than 1600 member

companies, including service providers, independent software vendors and integrators. Over 300

certified solutions are available to meet service delivery goals for availability, security and other

business continuity requirements.

The key components of the program are:

• SunTone assessments and assistance services, for achieving SunTone standards.

• SunTone certifications, to qualify service delivery and application solutions for meeting

industry standards for best practices.

• Award of the SunTone Certified brand to qualifying solutions, enabling enterprises to

identify those that best support the business continuity goals.

Outsourcing SunTone Certified Services for Disaster Recovery
The SunTone Certified brand is Sun’s premier tool to assist in identifying solutions that are

supportive of business continuance requirements. SunTone Certified solutions are useful

resources for implementing both the outsourcing and the insourcing components in a plan. 
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The incorporation of industry-reviewed best practices into the SunTone standards, and the due

diligence exercised in the certification process, provide planners with a reliable pre-qualified

short-list of best practices solutions, whether these are implemented by the enterprise or

obtained from a service provider.

SunGard Availability Services

For example, SunGard Availability Services19 is a leading provider of information availability

services to clients in North America and Europe. With over 2 million square feet of hardened

facilities, it offers a complete range of availability services for applications on the Sun platform,

from 48-hour disaster recovery hotsites to always-on, high-availability infrastructure, co-location

and electronic vaulting services. SunGard also provides technology and systems management

for application and data center outsourcing, as well as business continuity consulting services

and planning software.

SunTone Certified Hotsite Disaster Recovery Services

SunGard provides a comprehensive service that supports Sun’s customers with facilities where

production operations may be resumed in the case of loss of the customer’s data center. These

facilities have world-class infrastructure and are staffed by experts knowledgeable with Sun

platforms.

SunGard’s Hotsite Disaster Recovery Services support Sun platforms ranging from small

through large server configurations. Support can be scaled appropriately for small businesses as

well as large enterprise customers. Customers can bring their backup tapes to a choice of

SunGard facilities globally, and expert technical staff will assist with the restoration of operating

systems, application programs, and data bases. Extensive network infrastructure connects the

recovered systems to the wide area production networks used by the affected customer.20

SunTone Certified Mobile Disaster Recovery Services

SunGard provides mobile solutions to bring the Sun equipment to customer locations at time of

disaster as an alternative to recovering at a remote hotsite center. SunGard’s Mobile Data Center

can be configured with a variety of hardware configurations which arrives in self-contained units

including portable power to help ensure reliable operation of the recovered systems.21

SunTone Certified Disaster Recovery for Federal Agencies

Other SunTone Certified solutions target disaster recovery as well. Some are dedicated to the

specialized requirements of particular constituencies, such as the government. For example, the

U.S. Department of Veteran’s Affairs unit at the Austin Automation Center provides SunTone

Certified recovery services and high availability resources to federal agencies.22

SunTone Certified solutions provide secure guidance to finding the services that can best

contribute to multisourcing elements of a strong business continuity architecture.

19 http://www.sungard.com
20 http://www.recovery.sungard.com/map.cfm
21 http://www.recovery.sungard.com/mobileguide.cfm
22 U.S. Department of Veterans Affairs, 1615 Woodward St., Austin, TX 78772 (512.326.6499) [http://www.aac.va.gov/default.htm]
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Chapter 4

Architecting Availability and
Security

Maintaining availability and securing the environment are essential adjuncts to a successful

business continuity plan. Ultimately, uptime in the day-to-day running of the service will depend

on the architecture of the hardware and software supporting the service. Sun’s products directly

support the capabilities needed to help ensure availability and security. Coupled with SunTone

Certified applications, they can be significant assets in the overall business continuity

architecture.23

Hardware and Software to Support High Availability
Availability may be defined as the ratio of uptime to the total time that the system is planned to

be user-available. If an application is architected and deployed to provide uninterrupted

function within and across user sessions, 24 hours a day, seven days a week, throughout the

year, the application itself may be referred to as “continuously available.”

No deployment of an application can achieve 100% availability, as there are always some

points of potential failure. Availability of a service depends not only on the reliability of the

application but also on the supporting systems and networks as a whole—the entire

infrastructure underlying the service.

There are a wide range of factors to consider in architecting the hardware and software

environment to sustain high availability. At the macro level, factors that help ensure availability

include geographic distribution of critical resources, replication of data, server clustering, and

load balancing with failover. Within a server, key supporting factors include maintainability, hot

swappable I/O resources accessible to the network, partitioning to allow for isolating and

23 http://www.sun.com/datacenter/continuity/index.html
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running multiple applications, and a robust, reliable and secure operating system. Looking at

some of these capabilities will provide a checklist of high availability and disaster recovery

features that can contribute to the overall business continuity architecture.

Data Backup and Recovery

Powerful data copy systems are important to support the backup and recovery for data-intensive

applications in mission-critical environments. Sun offers backup solutions for the massive file

systems that are commonly found in large databases, data warehouses, enterprise servers, and

data centers. The Sun StorEdge™ L11000 Tape Library24 offers approximately 11 terabytes of

capacity. It is designed to support the backup and recovery needs of data centers running large

applications.

Data Replication and Geographic Distribution

Having multiple geographically dispersed copies of datasets with real-time remote mirroring will

ensure not only the on-line survivability of data but its instant availability in case of need. For

example, Sun’s Remote Dual Copy25 is an important tool for real-time mirroring on storage

attached to Sun servers. Remote Dual Copy  will support asynchronous remote copying between

servers over unlimited distances using ATM and conventional telecommunications circuits.

Other uses of Remote Dual Copy include disaster recovery, remote volume exchange, and

remote point-in-time copies. Since it uses ATM, there is no limit to the distance between the

primary and secondary volumes. It also works with raw devices (databases, file systems), and

does fast resynchronization between the volumes.

Clustering and Load Balancing with Failover

Cluster software protects the overall functioning of a service by ensuring that the failure of

hardware or software components will not interrupt the delivery of application services. One

example is Sun Cluster software26, which extends the Solaris™ Operating Environment. Sun

Cluster enables the use of core Solaris services, devices, file systems, and networks, in a

seamless manner across a set of tightly coupled servers while maintaining full compatibility

with existing applications.

Redundant I/O and Hot Swapping

One of the key attributes of highly available environments is the use of redundant components

to sustain critical functionality when hardware fails. The mantra for high availability is “no

single point of failure,” a standard that is easy to state, but difficult to achieve within working

environments in the real world. However, redundancy is not enough. If a network card fails or a

disk drive goes down, the ability to hot swap the component is critical, ensuring that the server

can continue to support users while under repair.

The capability for hot swapping I/O resources must be directly supported by the operating

system, server hardware and the component itself. Sun provides mature, deployed technologies

for hot swapping I/O devices in all of its mid and high range servers through intrinsic Solaris

support and the appropriate hardware features.

24 http://www.sun.com/storage/tape/index.html
25 http://www.sun.com/datacenter/continuity/recovery/
26 http://www.s.sun.com/software/cluster/

Architecting Availability and Security P11



Partitioning and Segmentation

Mainframe-style partitioning capabilities are relatively new in the UNIX® space. Sun’s

implementation on the Solaris platform of Dynamic System Domains27 allows a physical server to

be divided into multiple logical servers. Every domain is isolated from other domains on the

physical server. As a result, it is possible to run multiple instances of an application on a single

machine. This provides the opportunity to recover gracefully from many types of hardware and

software failures, and it protects the environment against interaction with failing components.

Because multiple domains allow many applications to run in isolation on a single server, they play

an important role in simplifying business continuity architecture, thereby increasing reliability

and manageability. Sun supports partitioning on a wide range of mid- and high-end servers.

Data Center Consolidation

Dynamic System Domains are one tool to help companies reduce information technology

complexity through data center consolidation.28 Simplifying the architecture or implementation

of a service pays off in reducing the support requirements for maintaining availability and so

has significant benefit with respect to business continuity architectures.

Sun’s Professional Services offers the Data Center Consolidation Program which reduces

complexity and cost by physically consolidating servers and logically consolidating applications.

The program assists customers in evaluating their existing implementation in order to identify

areas where major benefits from consolidation can be realized. Professional installation, system

migration, testing, and support services are provided for a smooth, uninterrupted consolidation

transition.

Manageability and Remote Access Features

Too often overlooked within the larger picture of business continuity planning is the impact of

manageability on overall service availability. An important manageability issue is support for

remote access services to the system servers and other major components. Remote access

services enable system administrators, onsite or offsite, to have protected access through

administrative networks to monitor system health, and the ability to remotely bring up, restart

or take down individual machines. All Sun servers intended for the data center support remote

access, allowing monitoring and control via administrative networks.

Remote access and monitoring require a proactive management capability to help prevent

problems before they occur. To address this need, Sun Professional Services has introduced Sun

Knowledge Modules. By providing an automated administrative monitoring and management

capability, Sun Knowledge Modules enhance the SunTone Certified BMC PATROL®, a suite of

software solutions for improved availability, performance, and application recovery.29

Ultimately, business continuance policies must be implemented on top of a strong IT

infrastructure which establishes a firm foundation on highly available servers, operating system

services and data storage architectures emphasizing up-time, manageability and recoverability.

27 http://www.sun.com/servers/highend/
28 http://www.sun.com/datacenter/consolidation/
29 http://www.sun.com/service/sunps/enterprise/kmbmcpatrol.html
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Security in the Context of Business Continuity Planning
System availability is not the only factor affecting uptime. Increasingly, violations of network

security and application security threaten data services in the IT data center. Hackers initiating

denial of service attacks can block customer access of an enterprise’s Web services and

offerings. Security has become as important of a factor for business continuity as data

availability, backup and reliability.

The security component of business continuity planning is a continuous process. Because

the nature of security threats is constantly evolving, the business continuity architecture needs

to evolve, as well. 

There are four phases to the process of maintaining a successful security practice:

The first phase of the security process is risk evaluation, which includes identifying valued

assets, analyzing threats, and quantifying risk. 

After the evaluation of risk, a security policy is defined which defines processes and

procedures, as well as risk management roles and responsibilities.

Once the policy is defined, the implementation must establish mechanisms to implement

policy, for example, authentication and authorization. Users must be authenticated, then

authorized for access to appropriate data and applications with maintenance of privacy across

all nodes, both internal and external.

Finally, constant regular testing and monitoring is necessary to maintain security over time.

Testing includes attempting to circumvent the security mechanisms in place, and recovery

assistance drills.
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Network Security Architecture

One of the most important concerns of the enterprise data center is providing network security

to  protect the environment from external attack. Like Caesar’s Gaul, an application service’s

world is divided into three parts. 

The first area of concern is the Internet, from which users may access the application. The

Internet is a security wilderness full of outlaws and infidels, and, like a medieval castle, network

security largely consists of maintaining moats and walls (firewalls) to keep the threats outside.  

The second area of interest is the demilitarized zone, or DMZ, that contains Web, DNS, mail

and security policy servers that are needed to interact with the outside world. Like the portcullis

of a medieval castle, the DMZ offers relatively minimal protection as it must provide ingress for

outside users as well as egress for internal users.  
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The final area contains back office systems, such as DBMS and ERP systems, which contain

data and business logic used by the application, but which are not accessed directly from the

Internet. Because of the sensitivity of the data stored on the back office systems, their servers

are typically protected by additional layers of firewalls and are the equivalent of the inner keep

of the castle. The overall design supports the principle of “least accessibility to greatest

sensitivity.”

Sun’s iForce Integrated Security Solution
Networks connected to the Internet are probed and attacked in many different ways on a daily

basis. The only way to successfully defend against these attacks is to deploy a defense using a

comprehensive and integrated set of security tools. These tools must cover three key areas:

prevention of attacks wherever possible, detecting when an attack is in progress, and

facilitating both a manual and automated response to the attack.

Sun’s iForcesm initiative brings together Sun and its industry partners to deliver proven

solutions that address IT system requirements such as business continuity. The iForce

community provides a way to engage with Sun and Sun partners to create the tools and

solutions that make it fast, easy and safe to leverage the best IT technologies available.

For example, the Sun iForce Integrated Security Solution addresses major enterprise

security issues  through implementing and extending the basic network security model. It

provides:

• VPN/Firewall security: Check Point™ VPN-1®/FireWall-1® software.

• Virus detection and scanning: Trend Micro™ InterScan® VirusWall.

• Intrusion detection and forensics: Recourse Technologies ManHunt™ and ManTrap™ threat

management software.

• Data integrity assurance: TripWire® software.

Working together, these tools prevent, detect and respond to a wide range of network

security violations. Adding to the individual benefits of each component is the integration

engineering needed to ensure that all work together to provide a comprehensive security

solution. Each component is SunTone Certified making the iForce Integrated Security Solution

program, a carefully qualified answer for organizations wishing to protect themselves from

worms, viruses, intrusion attempts, and denial-of-service attacks.
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Chapter 5

Putting It All Together

The September 11th World Trade Center attack demonstrated that businesses are vulnerable to

disruption from human terrorists with profound economic consequences that affect not only the

enterprises involved, but the economic health of the nation as a whole. It has become clear that

over time the penalties for unpreparedness will not be limited to business losses for a particular

incident, but will incur explicit penalties due to growing government regulation, and implicit

penalties due to the loss of confidence by business partners and customers. The liability issues

raised by disasters and interruptions of the business process make it imperative that every

company evaluate their preparedness.

The positive side of the World Trade Center experience is that business continuity planning,

coupled with solid implementation and employee participation, enabled many of these

companies to carry on their business with minimal impact. The lesson is clear. A strong business

continuity architecture pays off and will enhance the reputation of the enterprise.

As the Clinton commission pointed out in 1997, the vulnerability to mishap which is due to

the increased importance of data networks places an especially acute priority on building

robustness into the IT infrastructure, beginning with the enterprise environment and extending

out into the network itself.

Sun Microsystems has responded to these challenges by building in the basic capabilities

needed for high availability computing into Sun servers and Solaris system software. Features

such as partitioning, hot swappable I/O and remote access services are intrinsic parts of the Sun

platform. Software tools for clustering, data backup and recovery, remote access services and

data replication are supported as tightly coupled extensions of the base platform. Security is a

parallel area of strength, with a clear advantage going to Solaris software in terms of the

. . . in business continuity planning, 

the feds are adamant that big financial

companies have rock-solid plans in place.

What would happen if you had the plan

drawn up and it looked good, but in the face

of a real disaster, it didn't hold up and your

company suffered serious losses?30

30 Stan Gibson, The Last Word, eWeek, August 5, 2002, page 50.
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maturity acquired through years of leadership in network computing. The result is a strong Sun

foundation for business continuity architectures.

Perhaps most important to IT managers is the long term effort through Sun’s iForce and

SunTone programs to recruit, assess and reward the solutions which take advantage of the Sun

platform to meet best practices for availability, security and business continuance. Using the

SunTone brand as a guide, CIO’s can readily identify the short list of solutions that enable the

most cost effective and business worthy strategies to implement business continuance

strategies. The 250 SunTone solutions allow IT shops to not only to insource key elements of

their infrastructure, but to outsource with confidence so that the enterprise maximizes both

business focus and their return on the IT dollars invested.
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Appendix A: Toolkit

Additional Sun Microsystems
Resources

Sun Recovery Assistance and Resources
The Sun Recovery Assistance website provides system administrators with documentation,

patches, contact information, and discussion forums designed to assist customers in the rapid

recovery of their computing environments based on Sun solutions.31

Recovery Assistance Forums

The Recovery Assistance discussion forums cover topic areas such as general recovery

assistance, data restore and backup, Solaris installation and patching, and more. Sun customer

care personnel, field engineers and customers can post questions, procedures and other

information to these forums, providing immediate information in an interactive web

environment.

Solaris Installation and Patching

The Solaris platform has a number of features which facilitate rapid installation and patch

deployment. Instructions on how to quickly install the Solaris, including JumpStart™ software, a

method for automating Solaris installation are available on the Sun web site.

Data Backup and Restore Technology Support

Information is available for techniques for restoring an environment, focusing on the VERITAS

NetBackup™, Solstice Backup™, and Solstice DiskSuite™ software products.
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Sun Blueprints: Developing a Security Policy
The Sun Blueprints™ program is a collections of in-depth technical information on best practices

using Sun Solutions. “Developing a Security Policy” discusses setting policy for organizations

that plan to use electronic commerce on the Internet, for government organizations that want

to automate forms processing and for any entity that may have external exposure of data

processing environments. It suggests the use of a risk assessment to establish levels of

investment in security and understand baseline requirements. The risk analysis enables the

identification of threats and countermeasures, and the subsequent development of specifically

tailored policy statements.32

32 Joel Weise and Charles R Martin, Sun Microsystems, December 2001. [http://www.sun.com/blueprints/1201/secpolicy.pdf]
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Appendix B: Toolkit

General Resources for Business
Continuity Planning

Many companies and organizations focus on disaster recovery and business continuity planning.

Here are some resources, including products, services and business continuance information.

Commercial Products and Services for Business Continuity
Management

SunGard

SunGard33 Availability Services provide a broad spectrum of assistance ranging from business

continuity assessment to traditional disaster recovery support. In the event of lost access to

mainframe or distributed systems, SunGard offers backup and recovery services supporting

facilities, hardware, peripherals, network services, and technical help. SunGard can operate as

the primary backup provider, or as the external backup to in-house resources, through programs

offering outsourcing facilities for remote data mirroring, data replication for server-based

systems, hot standby/fail over capabilities, and turnkey operations management. Of particular

interest are SunGard’s SunTone Certified hotsite and mobile emergency data center services

which meet SunTone Certification Program standards for available, scalable and secure

outsourced services.

SunGard takes a proactive approach at the time of disaster, reaching out to customers at

the time trouble strikes. In the early stages of impending threats, the Crisis Management Team

contacts customers in the areas likely to be affected, alerts them to the potential danger and

works with them on determining next steps.

33 http://www.recovery.sungard.com
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Legato Systems

Legato provides software to help maintain high availability of systems and data for the

enterprise. The Legato34 Critical Response Team (CRITSIT), reports that the biggest problems

facing its customers have very little to do with reading backup and restoring data from tape.

Instead, the most serious predicaments center on:

• Lack of documented recovery procedures.

• Configuring replacement hardware without documentation detailing the original systems

configuration and setups.

• Lack of tape documentation and tracking, and inadequate tape archive policies.

• Lack of protection for departmental servers.

From dealing with these problems, Legato’s services emphasize five key areas.35

1: Documenting and archiving system configurations.

2: Documenting and archiving disaster recovery procedures.

3: Safeguarding, documenting and tracking tape media.

4: Identifying and protecting all business-critical servers.

5: Online data protection.

Organizations Involved in Business Continuity Planning
Austin Automation Center (U.S. Veteran’s Administration)

SunTone Certified recovery services from the Austin Automation Center36 are available to Federal

agencies. The mission of the VA AAC is to provide high quality, cost-effective information

technology business solutions, under Franchised Fund authority, to VA and other federal agency

customers. The AAC’s vision is to be the finest provider of information processing services in

government.

Business Continuity Institute

The Business Continuity37 Institute was established to provide opportunities to obtain guidance

and support for business continuity professionals. To enable organizations to understand and

enable effective implementations, members of the Institute have collaborated to produce the

Business Guide to Continuity Management.38

DRI International

The Disaster Recovery Institute International was first formed in 1988 by a group of professionals

from the industry and Washington University. Alliances with academia has helped shape its

research and curriculum development. The Disaster Recovery Institute International offers its

International Planning Model39 which defines the process of creating a disaster recovery plan.

34 http://www.legato.com (650-210-7000)
35 http://www.cio.com/sponsors/020102legato/
36 U.S. Department of Veterans Affairs, 1615 Woodward St., Austin, TX 78772 (512.326.6499)
37 The Business Continuity Institute, PO Box 4474, Worcester WR6 5YA, UK. [www.thebci.org]
38 http://www.thebci.org/BGCMfrontpage.htm
39 http://www.dr.org/model.htm
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Web Sites for Additional Information
Many web sites feature products and resources for disaster recovery planning and business

continuity management.

Contingency Planning and Management Online

Contingency Planning and Management Online40 is a resource for technology, products, services,

information, and management strategies that support business continuity to safeguard the

physical, informational, and communication assets of a business.

ContinuityPlanner.com

ContinuityPlanner.com41 42 is sponsored by the South-Western Ontario chapter of the Disaster

Recovery Information Exchange. Paid membership allows access to the full library of business

continuity and disaster recovery resources, including best practices, IT resources and general

resources.

Disaster Recovery Journal

The Disaster Recovery Journal43 is one of the most informative publications in the field and the

publishers of the journal produce two large conferences, and an industry web site.

Disaster-Resource.com

Disaster-Resource.com44 lists resources for disaster recovery and business continuity

management. It has extensive resources including white papers and articles.

GlobalContinuity.com

GlobalContinuity.com is another extensive source of general information45 with over 2,500 pages

of news, articles, white papers and other resources, available for disaster response and business

continuity planning.

40 http://www.contingencyplanning.com
41 http://www.continuityplanner.com
41 http://www.crisisplanner.com
42 http://www.crisisplanner.com
43 http://www.drj.com
44 Disaster Resource Guide P.O. Box 15243, Santa Ana, CA 92735 [http://www.disaster-resource.com]
45 http://www.globalcontinuity.com
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